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Adversarial Perturbation 2 N RiskTagging
\\ Generator — TJ (Timestamp, Pll Entity)
Speech Recognition (ASR) Dynamic Noise Injection Module
K MUTARI
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I Voi LLM-Powered Pll Detection Original Voice Protected Voice Data

nput Voice (NER+ Prompt) Dataset Storage Obfuscated for Al,
Clear for Humans

Voice Privacy Engine
Adversarial Noise & Pll Risk Processor
STT/LLM Analysis Adversarial Perturbation Output Audio

Input Voice Retains perceptual quality,

Automatically detect Pll and segment speech Inject time-specific perturbation signals [

"Human-intelligible, Al-incomprehensible."
- = Prevents Al-based transcription, cloning,
3 or deepfake at the source

Inject Perturbation Noise + LLM-Based Pll Detection
s E Pt 1
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Perturbed audio reduces phonetic consistency and speaker identity
coherence, effectively preventing Al model training

Original
Voica Data

POISONED MODEL

CLEAN MODEL

TTS (Text to Speech) DATASET: DATASET:
500 of Original Volce Data (10
Speaker Similarity Matched Unmatched SF Orinl Volce Dataf100%) 283 ;-' \?fc'?;‘\f.:ﬁz g:‘; ((m
Phonetic Consistency Matched Unmatched TTS model trained on clean, TTS model trained on mixed,
Speaker Identity Matched Unmatched identifiable speech identity-obfuscated speech

Al Training Block

Feature * Prevents phonetic and speaker ID
learning via perturbation
* Blocks dataset reuse and model
training at the source

Speaker Identity Protection

+ Speaker similarity collapses after

perturbation =+ unidentifiable

* Adds security layer to speaker ID &

voice authentication models

User Experience Retention

+ Perceived as natural by humans,

unrecognizable to Al

* PMOS-based evaluation ensures

minimal quality drop

Real-Time Deployability
in Production

+ SAVOengine operates with <2s

latency

+ Deployable in call centers & financial

systems

Pretrained ECAPA-TDNN Speaker Embedding Visualization
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T-SNE clusters for the same speaker are visibly dispersed
- This significantly degrades speaker verification accuracy

< MUTARI System overview >




